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Abstract

This deliverable (D5.2) outlines the progress made in Work Package 5 (WP5) be-
tween month ten (M10) and month eighteen (M18). Taking deliverable D5.1 as the
baseline, it highlights the additions and advancements achieved during this period,
with a focus on the design and validation of the RoboSAPIENS deployment archi-
tecture. It introduces new functionalities such as support for distributed operations
and the integration of trustworthiness features, and describes the robosapienslO
(RPIO) toolkit, developed to support trustworthy self-adaptive robotics systems.
The deliverable also summarizes ongoing integration efforts with case studies to
validate both the platform and toolkit.

Funded by
the European Union




D5.2 - Distributed RoboSAPIENS Adaptive Platform (Public Document) Q

Contents

1

Introduction

1.1 Document objectives . . . . ... ... L.
1.2 Documentscope . . . ... ...
1.3 Document structure . . . . .. ... oL

Stakeholders and requirements

21 Requirementsupdate . . . ... .. ... ... ... ..
2.2 Requirements progress. . . ... .. ... .. ... ....
2.3 Stakeholders. . .. ... ... ...

The RoboSAPIENS Adaptive Platform

3.1 RoOboSAPIENS Adaptive Platform . . ... ... ... ..
3.2 RoboSAPIENS Client Library . . . ... ... ... ....
3.3 RoboSAPIENS staged development process

robosapienslO toolkit

41 Overview of the RPIO framework . . . ... .. ... ..
4.2 Transformations . . ... ... .. ... . ... .. ... .
4.3 Distributed RAP software architecture
4.4 Trustworthiness integration . . . . ... ... .. ... ..
45 Featurelist . . ...

Use case validation of the RPIO toolkit

51 TurtleBot 4 simulator . . . ... ... ... .. ... ....
5.2 TurtleBot 4 Lidar occlusion . . . . ... ... ... ....
5.3 Ship motion prediction . . . ... ... ... ... .. ...
5.4 Active perception . . .. ...
5.5 Multi robot human detection . . .. ... ... ... ...
5.6 Robot arm screw assistant . ... ... .. ... ... ..
5.7 Dynamicrisk model . ... .. ... ... .. ... ...

Appendices

A Publications

C

RPIO toolkit features

n
11
13
13

14
14
16
17
19
20

22
23
24
27
29

31
34
35

37

38

39

RoboSAPIENS Adaptive Platform (RAP) and robosapienslO (RPIO) require-

ments

Trustworthiness definition

Funded by
the European Union

51

53



D5.2 - Distributed RoboSAPIENS Adaptive Platform (Public Document) Q

Acronyms

AADL Architecture Analysis and Design Language. 9, 10, 15, 16, 26, 52
Al Artificial Intelligence. 18

DRL Deep Reinforcement Learning. 29, 30
DSL Domain-Specific Language. 19
DT Digital Twin. 7, 9, 17, 51

IMU Inertial Measurement Unit. 25
JSON JavaScript Object Notation. 19

Lidar Light Detection and Ranging. 23-26, 29, 30, 32, 39, 40, 42, 45, 47-49
LSTM Long Short-Term Memory. 27-29

M2C model-to-code. 10, 13, 14, 16
M2M model-to-model. 10, 13, 14, 16

MAPLE-K Monitor, Analysis, Plan, Legitimate, Execute and Knowledge. 9, 22, 30,
32,34

MQTT Message Queuing Telemetry Transport. 12, 17-20, 25

RAP RoboSAPIENS Adaptive Platform. 5, 7-11, 13, 15-17, 23, 51, 52
ROS2 Robot Operating System 2. 17,19
RPIO robosapienslO. 5, 7-11, 13, 20, 22, 26, 51, 52

Funded by
the European Union




D5.2 - Distributed RoboSAPIENS Adaptive Platform (Public Document) Q

Introduction

This explanatory document outlines the progress made since the previous deliver-
able D5.1, highlighting the features added over the past nine months. It provides a
comprehensive overview of recent advancements in the RAP, including improve-
ments in software architecture, distributed operations, and the integration of trust-
worthiness mechanisms. It also presents updates on the supporting toolkit, RPIO,
and describes the ongoing case studies used to validate both the RAP framework
and the RPIO toolkit.

RAP is the software architecture developed in this project to support the deploy-
ment of trustworthy self-adaptivity to robotic applications. It provides a concep-
tual and structural foundation such that those robotic systems become capable of
adapting to changing conditions at runtime, while maintaining trustworthiness.

In contrast, RPIO is a software toolkit, also developed in this project, that oper-
ationalizes the RAP architecture. It assists engineers in the concept definition,
design, configuration, and code generation of the RAP-based software compo-
nents. Beyond generating the functional code for RAP-based components, the
RPIO toolkit also produces deployment-related code that facilitates the integra-
tion and distribution of these software components across distributed embedded
computing platforms.

The work performed within WP5 aligns with the overall objectives of the project.
More specifically, the conducted work has advanced the State-of-the-Art (SotA)
with respect to the following project objectives:

O1 Enable control software robotic open-ended self-adaptation in response to
unprecedented system structural and environmental changes

The layered RAP software architecture (Section 3) was developed, which pro-
vides a set of services to handle the open-ended self-adaptation in response
to unprecedented events. Besides the software architecture itself, a software
toolsuite, RPIO toolkit (Section 4), is developed to help engineers construct
such open-ended self-adapting robotic systems.

02 Advance safety engineering techniques to assure robotic safety not only be-
fore but also during adaptation and after adaptation has taken place.

The RAP software architecture was extended to incorporate both the trust-
worthiness checker and the legitimate components (Section 4.4). These com-
ponents ensure the robot behaves in a trustworthy manner: the legitimate
component evaluates the trustworthiness of future behavior through Digital
Twin (DT) simulations before adaptation, while the trustworthiness checker
continuously monitors behavior during and after adaptation.

Since the proposed RAP architecture is capable to include the concepts elaborated
in WP1, WP2 and WP3, it therefore indirectly contributes to the project objectives
O3 and O4 as well.
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1.1 Document objectives
The objectives of the document are listed below:
* |dentify the stakeholders of the RAP and their concerns.
* |dentify high-level system goals by means of requirements.

* Provide an overview of RAP advancements, to show the architecture devel-
opment progress.

* Provide an overview of the supporting RPIO toolkit, and explain its purpose
and main features.

* Provide an overview of ongoing case studies and identify how those use cases
are employed to validate the RAP architecture and the RPIO toolkit.

1.2 Document scope

This document covers both the RAP software architecture and the accompanying
RPIO toolkit. It provides a short recap of the original RAP architecture described
in deliverable D5.1 [ANM24], followed by key advancements made since. These in-
clude the introduction of distributed operation, integration of trustworthiness fea-
tures, and several improvements based on user feedback. The RPIO toolkit is also
presented as a means to support developers in building and deploying trustworthy
self-adaptive robotic systems using the RAP architecture. As the platform contin-
ues to evolve, future updates will be provided in subsequent releases.

This version of the RAP software architecture introduces distributed operation and
trustworthiness integration, along with several extensions added in response to
user feedback. As the platform continues to evolve, it is expected that new capa-
bilities will emerge. Any future architectural enhancements and feature roll-outs
will be documented in the corresponding release notes and in follow-up docu-
ments.

1.3 Document structure

This document begins by identifying the key requirements and stakeholders rele-
vant to this deliverable. It then provides a recap of the original RAP architecture
and highlights the main advancements made to support distributed operation and
trustworthiness integration. Following that, it introduces the RPIO toolkit, which
supports the development of trustworthy self-adaptive robotics systems. The doc-
ument concludes with an overview of ongoing case studies that serve to validate
both the RAP architecture and the RPIO toolkit.

Funded by
the European Union




D5.2 - Distributed RoboSAPIENS Adaptive Platform (Public Document) Q

Stakeholders and requirements

This section provides an update on the architecture and toolkit requirements and
identifies the primary stakeholders.

2.1 Requirements update

The set of requirements defined in Deliverable D5.1 remains largely unchanged in
this deliverable. However, requirement ID_RAP_02 has been updated to better
reflect the actual goals and scope of the project, based on insights gained dur-
ing development and integration. In addition, two new requirements, ID_RAP_10
and ID_RAP_11, have been introduced on the link between formal verification and
realization.

Requirement ID_RAP_02 The requirement, which was previously focused specif-
ically on online learning for updating the DT model, has been generalized. It now
states that the RAP shall support online updating of all software components at
runtime. This broader formulation reflects the project’s goal to enable continu-
ous evolution of the Monitor, Analysis, Plan, Legitimate, Execute and Knowledge
(MAPLE-K) loop and its components, including but not limited to online learning,
thereby enhancing the platform’s adaptability and long-term autonomy.

Toolchain construction To ensure seamless integration between formal verifica-
tion and deployment phases of the self-adaptive system, a dedicated toolchain
must be provided. The toolkit shall enable transformation from RoboWorld [BCCJ23],
used for formal verification of the self-adaptive system model, to Architecture
Analysis and Design Language (AADL), for annotating the model with deployment
specifications (ID_RAP_10), and shall also support semi-automated deployment on
heterogeneous compute architectures by means of code generation (ID_RAP_1D).

2.2 Requirements progress

The updated RAP architecture and the accompanying RPIO toolkit address a set of
requirements, some of which apply specifically to the RAP architecture, others to
the RPIO toolkit, and some to both. Detailed explanations are provided below:

* ID_RAP_O1 - Distributed operation: The updated version of the RAP ar-
chitecture supports distributed operation on heterogeneous platforms, e.g.,
servers and edge nodes, by means of a custom middleware and RPIO client
libraries.

* ID_RAP_O02 - Online updating and evolution of software components: Initial
support for online updating of software components at runtime has been in-
troduced. This includes mechanisms to store and restore the state of MAPLE-
K components, as well as remote triggering of component replacement or
reconfiguration.

 ID_RAP_O3 - Flexible update and configuration: Support for flexible update
and (re-)configuration of the system is added by introducing an updated de-
ployment package and extending the supported communication strategies
within the updated RAP architecture.
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 ID_RAP_04-07 - Unified architecture description: Support for describing
different parts of the trustworthy self-adaptive systems is added by means
of AADL models. Using these architectural and mapping models, the RPIO
toolkit supports engineers in the development of trustworthy self-adaptive
systems by automating the realization, system configuration and deployment.

* ID_RAP_08 - Communication protocols: The communication manager of the
updated version of the RAP architecture is extended to support more (stan-
dardized) communication protocols. In addition, the knowledge manager is
also extended to support a broader range of knowledge-sharing protocols.

* ID_RAP_09 - Diagnosis: The updated version of the RAP architecture sup-
ports remote monitoring of both the RAP architecture building blocks and the
user-specified MAPLE-K nodes, providing a starting point for proper diagnos-
tics.

* ID_RAP_10 - Concept-to-design: The RPIO toolkit contains a set of model-to-
model (M2M) transformations, transforming the conceptual models, modeled
within the RoboWorld ecosystem, into AADL model skeletons.

* ID_RAP_11 - Design-to-realization: The RPIO toolkit contains a set of model-
to-code (M2C) transformations, transforming the annotated AADL models to
deployment-specific code and RAP configuration, ready for deployment on
one or more compute units.

2.3 Stakeholders

This section lists the stakeholders of the RAP architecture and their main expecta-
tions regarding this architecture description document.

Role Expectations

Project leader Overview of the building blocks of the RAP, and
the corresponding technical risks.

System architect Overview of the building blocks of the RAP, their
purpose, functionality and runtime specification.
Overview of the degrees of freedom for deploy-
ment scenarios of the RAP.

Application engineer Overview of the building blocks of the RAP, their
purpose, functionality and runtime specification.

Verification engineer Overview of the building blocks of the RAP, their
purpose, functionality and runtime specification
and the deployment solution of the realized RAP.
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The RoboSAPIENS Adaptive Platform

As discussed in the related work, most self-adaptive robotic applications are imple-
mented ad hoc, treating trustworthiness and self-adaptivity as separate concerns.
The RPIO framework is designed to provide a generic, standardized end-to-end so-
lution for developing and deploying trusted self-adaptive applications across vari-
ous robotic domains. In the following sections, we extend the key tools of the RPIO
framework.

As shown in Figure 1 the MAPLE-K adds trustworthiness by introducing two main
components, indicated in yellow, the legitimate and trustworthiness checker com-
ponents.

Managing System

‘ R
Analysis | --------- »| Plan Legitimate
A ‘\ Y.‘ - T
A
Knowledge
base
h 4
Monitor (- ------mcmsmmmm s Execute
/ Managed System \

Trustworthiness Checker

[ Control Software ]

- /

Figure 1: The trust components integrated in the architecture

3.1 RoboSAPIENS Adaptive Platform

The RAP architecture provides a software architecture for developing and manag-
ing MAPLE-K pattern while maintaining trust and reliability.

As shown in Figure 2 the RAP is designed as a service layer to fully support MAPLE-
K loop development. The MAPLE-K components are running on the managing sys-
tem, which is the place to run the adaptive application. Also, the probe and effector
are two software components that are running on the managed system or the robot
to use the standardized message protocol to send the data from the robot or envi-
ronment to the adaptive application. This way, the RAP provides services to enable
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running the trust-integrated distributed MAPLE-K pattern. The architecture is de-

signed to work in single-robot and distributed multi-environment scenarios.

Managing System Managed system

Analysis _ - 7 Legitimate
Ll RCL 1 RcL
RCL RCL

Monitor =« Execute

Effector Probe
RCL RCL
Adaptation Trustworthiness Knowledge Communication Logging and
Manager Checker Manager Manager Tracking

RoboSAPIENS Adaptive Platform

Figure 2: The RAP platform software architecture concept

As illustrated in Figure 2, the architecture consists of five main services:

1. Adaptation Manager orchestrates the adaptation process and all the data and
event exchanges across the architecture, including event calls and receptions.
It also monitors the state of the MAPE-K components and stores relevant data
in the Knowledge Base to enable adaptive management.

2. Trustworthiness Checker assesses the trustworthiness of self-adaptation
mechanisms in real time, ensuring consistent compliance with trust require-
ments. It also provides placeholders for custom trustworthiness checks tai-
lored to specific use cases. The different aspects of the Trustworthiness Checker
are being actively researched and discussed as part of Work Package 3.

3. Knowledge Manager manages all interactions with the Knowledge Base, en-
abling global knowledge sharing across single or multiple deployment spaces.
A Redis database currently serves as its backbone for data storage and re-
trieval during adaptation.

4. Communication Manager facilitates event exchanges between architecture
components using AADL-generated custom messages. It efficiently handles
communication between managing and managed systems, leveraging Mes-
sage Queuing Telemetry Transport (MQTT) and Redis as communication back-
bones, with future plans to incorporate additional protocols.

5. Logging and tracking ensures transparency and traceability by monitoring
and recording events throughout the adaptation process.
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3.2 RObOSAPIENS Client Library

As illustrated in Figure 2, the RoboSAPIENS client libraries are the Application Pro-
gramming Interfaces (APIs) that allow users to implement their (MAPLE) software
components and integrate them into the RAP in order to build adaptive system ap-
plications. Using client libraries, users gain access to RAP services, such as knowl-
edge access, generic communication mechanisms, etc.

Currently, only a Python-based client library (rpclpy) is available, but we envisage
adding client libraries in a variety of programming languages so that users may
write MAPLE application code in the language that is best-suited for their applica-
tion. For example, you might prefer writing the Legitimate component in Python
as it makes prototyping iterations faster, while other parts of your system that are
concerned with efficiency, e.g. system monitoring and analysis, the components
might be better implemented in C++.

Software components written using client libraries can share knowledge and com-
municate with each other using custom messages, which are generated through
code generators tailored to the respective programming language. In addition
to the language-specific communication, client libraries expose to users the core
functionality of the RAP software architecture, such as the system-wide logger or
component monitor.

3.3 RObOSAPIENS staged development process

The RoboSAPIENS development process provides a comprehensive, end-to-end
solution for designing and commissioning MAPE-K in robotic applications. The
framework provides automated M2M and M2C transformations, enabling seamless
integration of the RAP into robotic systems.

The development process takes the MAPLE-K pattern specifications as input and
automatically generates the code skeleton for each MAPE-K software component.
Additionally, it produces configuration files containing application-independent pa-
rameters required to run the RAP. Each of the software components uses the RAP
services via the client libraries.

By combining the RAP with the RPIO toolkit for transformations, the entire process
of designing and deploying a MAPLE-K loop is automated within a standardized
framework, streamlining development and deployment.
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robosapienslO toolkit

The development of trustworthy, self-adaptive robotic systems requires a struc-
tured and traceable engineering process. To address this need, the Robosapien-
slO provides a methodical approach that guides the development and deployment
of such systems from early conceptualization to final operation. The methodol-
ogy is designed to ensure safety, trustworthiness, and adaptability at every stage,
while supporting iterative development and continuous refinement. By introduc-
ing clear stages, defined transitions, and integrated traceability mechanisms, Ro-
DOSAPIENS helps engineers manage complexity, mitigate risks, and maintain align-
ment between system requirements and implementation throughout the entire life
cycle.

4.1 Overview of the RPIO framework

Figure 3illustrates the RoboSAPIENS development and deployment process, struc-
tured into four stages: Concept, Design, Development, and Deployment. Each
stage contains dedicated engineering activities that contribute to building trust-
worthy, self-adaptive robotic systems. Transformations, such as M2M, M2C, and
various integration steps, represent transitions between activity artifacts.

A key strength of this methodology lies in its support for traceability across all
stages. This traceability enhances both safety and trustworthiness by ensuring
that system properties and requirements are consistently tracked throughout the
development life cycle. Furthermore, the process explicitly supports both forward
and backward navigation between stages, enabling iterative development and re-
finement. This flexibility allows system engineers to revisit earlier stages based on
new insights, anomalies, or changing requirements, fostering a more robust and
adaptable development process.

MAPLE-K Physical Architecture Code Development Deployment
rchitecture Design \ \ & Logical Architecture
Model Design

[ it ==qE - @ @ [l
L t |

Platform Specific
Code Skeleton Deployment Package

RoboChart Model AADL Model
I I I | | |
Concept Design Realization

Figure 3: ROboSAPIENS development and deployment process

4.1.1 Concept stage

The purpose of this stage is verification of the MAPLE-K architecture using for-
mal verification methods [BCCJ23] to ensure reliability and trustworthiness of the
system model.
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During the concept stage, the self-adaptive robotics system is described through
both its conceptual architecture and the internal (system) and external (environ-
ment) properties that influence its behavior. The conceptual architecture is mod-
eled using the RoboArch notation [BCM22], providing a compositional represen-
tation of the system’s structural components. This architectural model is subse-
quently transformed into a RoboChart sketch [MRL™19], which captures the be-
havior of the robot’s software controllers through state machines.

4.1.2 Design stage

Within the design stage, the compositional architecture serves as the foundation
for defining both the operational and deployment architectures of the self-adaptive
robotics system.The logical architecture can be derived through the transforma-
tion from RoboChart to AADL. The system architect then uses AADL to model the
physical architectures of the system and to specify the deployment rules [FLVOG].
This includes linking functional components to physical (compute) components
and defining the communication matrix between these components. The configu-
ration of the RAP software architecture, which is essential for the proper deploy-
ment and execution of the self-adaptive system components, is carried out using
a custom extension of AADL. Additionally, a Domain-specific language is used
to specify the system trustworthiness specification, an essential input for the run-
time verification of trustworthiness by the trustworthiness checker component
[BLPT25].

4.1.3 Realization stage

The realization stage consists of two important steps: user-specific application de-
velopment and deployment. In the application development step, the application-
independent code skeletons are transformed into application-specific MAPE-K code
by the application engineers. Within the deployment step, the application code is
packaged as platform-specific runnable, e.g., a Docker container, ready to be de-
ployed and executed.

» Application Development within the application development stage, the
application-independent software templates are transformed into application-
specific skeletons, providing a foundation for application engineers to inte-
grate their custom code for adaptive applications. These application-specific
components are subsequently deployed and executed on the RAP, discussed
in Section 3.

* Deployment the platform-specific deployment package, offers flexible op-
tions for running the code on various hardware devices through Python launch
files or Docker files, with each Docker container file tailored to the specific
deployment spaces defined by the physical compute units. This simplifies the
distributed deployment of the framework to run each stage of the MAPLE-K
in a distributed remote environment. This approach ensures that the adaptive
behavior specified during earlier stages is effectively realized in the deployed
system, maintaining both reliability and adaptability during runtime.
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4.2 Transformations

The software development framework employs a model-driven development ap-
proach to streamline the transition from design to implementation. Consisting of
M2M transformations and M2C transformations.

4.2.1 Concept-to-design transformation

The transformation from the concept stage to the design stage primarily involves
converting RoboChart modelsinto AADL models. This so-called RoboChart2AADL
transformation focuses on capturing both the messages exchanged within the sys-
tem and the logical architecture skeleton, ensuring that the design remains consis-
tent with the conceptual behavior defined in RoboChart [BCCJ23]. The resulting
AADL models represent the structural and behavioral aspects necessary for further
refinement in the realization stage. It is our plan to validate this transformation with
different RoboSAPIENS use cases.

The transformation process follows a set of well-defined transformation rules; these
rules ensure that the essential semantics of RoboChart are preserved in the AADL
representation. The transformation focuses on two primary areas: behavior rules
and connection rules:

* The behavior rules concern the mapping of the RoboChart state element to
corresponding constructs in AADL. In RoboChart, a state plays a dual role: it
represents both a static element of the state machine (the state itself) and the
dynamic behavior executed within that state.

» The connection rules handle the mapping of RoboChart connections, events,
and variables to appropriate AADL elements. In RoboChart, events serve two
primary functions: (i) Triggering transitions between states and (ii) Carrying
data between controllers and state machines.

4.2.2 Design-to-Realization transformation

The transformation from the design stage to the realization stage primarily involves
transforming the set of AADL models used to model the logical, physical, and de-
ployment architecture into a standalone deployment package, which contains (i)
application-specific software skeletons, (ii) custom messages for message-based
communication, (iii) a configuration set for the RAP, and (iv) workflows to deploy
and run the self-adaptive application onto the compute architecture.
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Figure 4. RAP platform-specific deployment package

By combining these elements into a single deployment package, it significantly
simplifies development by providing a ready-to-use structure that aligns with the
target compute architecture. Additionally, such a package enhances traceability by
including references to the concept and design stages, ensuring that developers
can easily track and understand the evolution of the system. This approach mini-
mizes setup time, reduces errors, and promotes a seamless transition from design
to realization.

As shown in Figure 4, the deployment package includes a standardized internal
folder structure that organizes application nodes according to the MAPLE-K lay-
ers or managed system layers. These nodes may include Python, C/C++, and
ROS2 components, among others. The package also contains user-defined mes-
sages specific to the platform, similar to custom messages in the ROS framework,
along with platform-specific deployment configurations. Additionally, it provides
a trustworthiness checklist and a set of automated workflows, step-by-step pro-
cesses such as configuration, startup, and validation, that can be executed auto-
matically. These workflows can be triggered using a simple deployment tool.

4.3 Distributed RAP software architecture

The RAP framework has transitioned from the centralized architecture introduced
in the previous deliverable to a fully distributed design, enhancing scalability, mod-
ularity, and fault tolerance. This shift allows MAPE-K components to be dynamically
added or removed at runtime and supports seamless deployment across multiple
computational units. The framework is designed to integrate easily with widely
used communication and data management tools, including MQTT, Redis, and po-
tentially Robot Operating System 2 (ROS2), making it highly suitable for advanced
DT applications.

4.3.1 Adaptation Manager
The Adaptation Manager orchestrates the adaptive behavior within the MAPE-K
loop, managing the life-cycle of core components like the Communication Man-
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ager, Knowledge Manager, and Logging and Tracking modules. This manager now
supports distributed operation, allowing different components to run on separate
nodes or devices. It leverages multiple communication protocols to optimize data
flow and reduce latency, supporting complex distributed systems.

In this version, the Communication Manager has been split into two specialized
classes. The Event Manager handles event-based messaging within the MAPE-K
loop, typically using Redis Pub/Sub or local in-memory channels to ensure low-
latency communication. The Message Manager is responsible for managing mes-
sages between the managing and managed systems, supporting protocols such as
MQTT, TCP/IP, and RabbitMQ to enable broader compatibility.

This separation allows the MAPE-K |loop to adapt to various deployment scenar-
ios, from centralized local systems to highly distributed, edge-based architectures.
To enhance reliability, each message includes a unique ID (UID) and timestamp,
preventing duplicate processing and improving traceability.

4.3.2 Communication Manager

The Communication Manager has evolved from a single, shared Python class into
a modular, protocol-agnostic design that supports a wide range of communication
backbones. Internal messaging is handled through low-latency, high-throughput
channels such as Redis, Kafka, or in-memory mechanisms to enable efficient inter-
component coordination. For external messaging, the system supports
long-distance, asynchronous communication using protocols like MQTT, UDP, and
TCP/IP, with planned integration of ROS2 for robotics-specific deployments. This
flexible architecture allows developers to select the most suitable protocol for each
use case, ensuring optimal performance and scalability.

4.3.3 Knowledge Manager

The Knowledge Manager has similarly moved to a distributed model, replacing sim-
ple Python classes with robust, in-memory databases like Redis, Memcached, and
Apache Kafka. This change supports high-speed, real-time data access and en-
ables the storage of structured, timestamped messages. Planned features include
historical data storage and model management, essential for Al-driven adaptive
systems.

4.3.4 Logging and Tracking

To provide deeper insights into system behavior, the Logging and Tracking com-
ponents now support multiple backends, including MQTT-based real-time logging,
Redis-based event tracking, and traditional file-based logs. This multi-channel ap-
proach ensures reliable event tracing, even in highly distributed environments, and
lays the groundwork for integrating live dashboards and Artificial Intelligence (Al)-
driven anomaly detection.
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4.4 Trustworthiness integration

The RoboSAPIENS project incorporates a Trustworthiness Checker as a critical
component for ensuring the reliability and safety of autonomous robotic systems.
This checker is implemented as a Docker container, providing flexible, modular de-
ployment options for various robotic architectures. The checker is designed to
evaluate the trustworthiness of components by monitoring their runtime behaviour
and validating data streams against formally specified models.

4.4.1 Architecture overview

The trustworthiness checker operates as a standalone service, interfacing with
robotic components through multiple communication protocols, including MQTT
and ROS2. It supports a range of runtime models, including asynchronous and
constraint-based processing, making it adaptable to different robotics use cases.
The checker is configured to accept inputs from files, MQTT topics, or ROS2 topics,
allowing integration with both centralized and distributed systems.

4.4.2 Data flow and model support

The trustworthiness checker is designed to allow dynamic and distributed specifi-
cation of trustworthiness requirements for different MAPLE-K loops, by specifying
the trustworthiness requirements for a given system in a trustworthiness specifica-
tion file. The trustworthiness specification is provided in a custom Domain-Specific
Language (DSL) based on the LOLA Stream-Based Verification language, mean-
ing that it encodes trustworthiness properties as a number of monitoring rules,
relating input variables pertaining to the MAPLE-K loop execution to output trust-
worthiness verdicts. [LMK12]

The trustworthiness checker receives each of these input variables as streams of
data from the different system components. The input variables can be boolean
variables, representing the firing of discrete events, or typed data variables repre-
senting other forms of data about the state of the system.

These input variables include sequencing events, which record the activation and
completion of MAPLE-K stages; knowledge data events, which represent reads
and writes to the knowledge base; and stage-specific events or data, which cap-
ture custom information generated by individual MAPLE-K stages.

Outputs can be directed to the console or published to MQTT or ROS topics, facil-
itating real-time monitoring and analysis. More details on trustworthiness checker
can be found in [BLPT25].

4.4.3 Data types and message formats

The trustworthiness checker utilizes a standardized JavaScript Object Notation
(JSON) message format for data exchange, supporting a range of data types.
These include 64-bit signed integers, represented as {"Int": 42}; boolean values
for logical judgments, such as {"Bool": true}; and UTF-8 encoded strings, for ex-
ample {"Str": "Hello World"}. This consistent data representation simplifies inte-
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gration with robotic control systems and allows for straightforward message pars-
ing during runtime.

4.4.4 Integration with MAPE-K loop

In the context of the RoboSAPIENS project, the trustworthiness checker plays a
crucial role in monitoring all phases of the MAPE-K loop. It continuously evaluates
the trustworthiness of sensor data, components status and providing real-time in-
sights to enhance the reliability and safety of autonomous operations. This inte-
gration is essential for achieving high levels of autonomy and resilience in complex,
distributed robotic systems.

4.4.5 Scalability and flexibility

The checker’s design allows it to scale across multiple robots or subsystems, lever-
aging MQTT for efficient message distribution in loosely coupled architectures. This
makes it a powerful tool for real-time monitoring and decision-making in robotic
fleets and heterogeneous multi-agent systems.

4.5 Feature list

Table 1 outlines the features added to the RPIO toolkit as part of this work, high-
lighting the advancements made since Deliverable D5.1 [ANM24]. It also presents
the ongoing developments and planned enhancements targeted for inclusion in the
next deliverable.

Table 1: Feature list

ID Title D5.1 | D5.2 | RPio
A-AM-1 Orchestrate adaptation Done - 0.3.0
A-CM-1 Communication manager-local Done - 0.3.0
T-D2R-1 Generate code skeleton Done - 0.3.0
T-D2R-2 Generate custom messages Done - 0.3.0
A-KM-1 Local Done - 0.3.0
A-LT-1 Logger-filesystem Done - 0.3.0

A-AM-2 Orchestrate events and messages | Todo | Done | 0.4.0

A-AM-3 Add timestamp Todo | Done | 0.4.0
A-AM-4 Add unigue-id Todo | Done | 0.4.0
A-CM-2 Protocol-mqtt Todo | Done | 0.3.3
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ID Title D5.1 | D5.2 | RPio
A-CM-3 Protocol-redis Todo | Done | 0.4.0
A-CM-4 Protocol-rabbitMQ Todo | Done | 0.4.0
A-CM-5 Protocol-WebSocket Todo | Done | 0.4.0
A-CM-6 Protocol-TCP/IP Todo | Done | 0.4.0
A-CM-7 Protocol-ROS2 Todo | Todo | Later
T-C2D-1 RoboChart to AADL Todo | Done | 0.3.3
T-C2D-2 RoboChart to messages Todo | Done | 0.3.3
T-D2R-3 AADL to launch file Todo | Done | 0.3.3
T-D2R-4 AADL to main file Todo | Done | 0.3.3
T-D2R-5 AADL to docker Todo | Done | 0.3.3
T-D2R-6 RPio package using CLI Todo | Done | 0.3.3
A-KM-2 Protocol-redis Todo | Done | 0.3.3
A-KM-3 Protocol-memcached Todo | Done | 0.4.0
A-KM-4 Protocol-kafka Todo | Done | 0.4.0
A-KM-5 R/W using standard messages Todo | Done | 0.4.0
A-KM-6 R/W knowledge base-LSTM model | Todo | Todo | Later
A-KM-7 R/W historical data Todo | Todo | Later
A-LT-2 Dashboard Todo | Done | 0.3.0
A-LT-3 Logging-redis Todo | Done | 0.4.0
A-LT-4 Add dashboard to logging Todo | Todo | Later
A-TC-1 TC component-magtt Todo | Done | 0.4.0
A-TC-2 TC component-redis Todo | Done | 0.4.0

M-D-1 Logical architecture Todo | Done | 0.3.3
M-D-2 Physical architecture Todo | Done | 0.3.3
M-D-3 Mapping architecture Todo | Done | 0.3.3
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5 Use case validation of the RPIO toolkit

To validate the various features of the RPIO toolkit, we are using a range of aca-
demic and industrial use cases. These use cases serve to verify the toolkit’'s capa-
bilities across different scenarios. We categorize them into four stages based on
their interaction with the RPIO toolkit:

« Exploration: In this phase, use cases are in the process of negotiation and
architectural exploration, seeking the most suitable structure for applying the
MAPLE-K loop.

* Implementation: Here, stakeholders begin integrating the RPIO toolkit into
their use cases and identifying the challenges associated with this process.

« Evaluation: After the first operational run of the MAPLE-K loop, we assess
how effectively the RPIO toolkit supports stakeholders in implementing their
MAPLE-K architecture.

* Finalization: In this stage, the RPIO toolkit and its automated workflow are
expected to function seamlessly within the finalized use case scenario.

Case study Case owner | Current phase
TurtleBot 4 simulator UANntwerp Finalization
TurtleBot 4 Lidar occlusion | AU Evaluation

Ship motion prediction NTNU Implementation
Active Perception AUTH Implementation
Multi robot human detection | PAL Exploration
Robot arm screw assistant DTI Exploration
Dynamic risk model IFF Exploration

Table 2: Current status of the RPIO toolkit use-cases

As you see in Table 2, the current set of use cases demonstrates a range of de-
velopment stages and technical focuses, from final validation to early exploration.
Some, like the TurtleBot 4 internal validation at the University of Antwerp and the
Lidar occlusion tests at Aarhus University, are near completion. Others, such as the
ship motion prediction led by NTNU and active perception by AUTH, are actually
being integrated with the RPIO toolkit and tested in realistic environments.

Meanwhile, three use cases - multi-robot human detection (PAL), robot arm screw
assistant (DTI), and dynamic risk model (IFF) - are in the Exploration phase. These
pilots are currently being defined in close collaboration with domain experts and
are expected to shape the future capabilities of the RPIO toolkit.

What follows are individual overviews of each use case, the technical problems they
aim to solve, and the specific architectural features or adaptations they motivated
within the RAP.
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5.1 TurtleBot 4 simulator

Case Owner: UAntwerp Current Phase: Finalization

5.1.1 Description & status

This example uses a simple simulator model for the TurtleBot 4. It publishes mes-
sages that mimic the robot’s Light Detection and Ranging (Lidar) output and sub-
scribes to a navigation topic to receive updated navigation plans. The simulator
allows for faster and easier testing and improvement of various features in the
framework. We used it to validate key aspects of our framework. Figure 5 demon-
strates the TurtleBot 4 simulator environment.
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Figure 5: The TurtleBot 4 simulator for internal validations

The primary goal of the adaptation process in this example is to handle anoma-
lies caused by deliberate occlusion of the Lidar sensor, for example, by placing an
object on the robot to block its view. To manage this, we modified the navigation
stack to periodically stop and rotate the robot. This behavior helps detect when the
Lidar’'s view is blocked and adapt the navigation strategy accordingly by pausing
and rotating until the obstruction is cleared.

5.1.2 Conceptual architecture

To use the RAP architecture, as Figure 6 demonstrates, we have implemented ev-
ery component of the MAPLE-K loop in the following way:

* Monitor The monitor component collects laser scanner data to write it to the
knowledge base, and then it calls the “new-data” event.

* Analysis The knowledge base of laser scanner data is read in order to decide
whether there was an occlusion or simply an obstacle. If there was an oc-
clusion, it writes the “Lidar-mask” data on the knowledge base and calls the
“anomaly” event.

* Plan In case of an anomaly, the plan component triggers and reads the “Lidar-
mask” data from the knowledge and then calculates the changes in the robot’s
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navigation stack, information like angle-duration of rotation. It calls the “new-
plan” event, and if the plan is trusted, it writes it on the knowledge and calls
the “registered-plan” event.

* Legitimate Listens to the “new-plan” event and checks whether the newly
generated plan meets the inevitability of time limits. Then it calls the “trusted-
plan” event.

+ Execute It listens to the “registered-plan” event, and when it gets it, reads the
plan from the knowledge and sends the navigation plan to the robot.
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Collect "Lidar" data_ ;
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Figure 6: Sequence diagram of the TurtleBot4 use case

This TurtleBot 4 simulator is the primary environment for testing each feature of
the RAP. All RAP features have been validated using this simulator.

5.2 TurtleBot 4 Lidar occlusion

Case Owner: AU Current Phase: Evaluation

5.2.1 Description & status

The TurtleBot4 is an advanced open source robotics platform designed for educa-
tion and research. It features a Raspberry Pi 4 running ROS2, an OAK-D spatial Al
stereo camera, and a 2D Lidar for robust sensor-based applications. It is built on
the iRobot® Create 3 mobile base, which comes equipped with essential features
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like an Inertial Measurement Unit (IMU), optical floor tracking, wheel encoders, and
a suite of infrared sensors, all of which enable accurate localization and naviga-
tion.

The main goal of the adaptation process in this example is to handle anomalies
caused by intentionally placing objects on the robot to occlude the laser scanner.
The navigation stack is modified to periodically stop and rotate the robot, address-
ing the Lidar occlusion. The goal is to detect when the Lidar’'s view is obstructed
and adapt the robot’s movement strategy, updating the navigation plan to pause
and rotate as needed to overcome the blockage.

The conceptual architecture and component development for this use case closely
mirror those of the internal validation scenario; however, in this case, the implemen-
tation is applied directly to the physical TurtleBot 4 rather than the simulator.

As shown in Figure 7, the architecture was tested on an experimental setup of
the TurtleBot 4 system connected with an MQTT broker and a Redis database lo-
cally. You can find the source code on GitHub.! In this setup, the simulator acts as
the managing system, while the adaptation process runs on the managed system,
hosted on a different processor, as shown in Figure 7.
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Figure 7: Distributed deployment of the TurtleBot 4 case study

Thttps://github.com/BertVanAcker/rpio-examples/tree/main/HelloWorld)
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5.2.2 Identified challenges and lessons learned

As the first complete case study of the RPIO framework, this case study revealed
a number of usability issue with initial versions of the framework which were im-
proved in subseguent versions.

As part of this case study, custom data structures are used to represent and plan
using the Lidar data. In order to facilitate serialization and storage of data within
the knowledge base in a modellable way, the need to convert object to standard
AADL-modelled data types became apparent.

This case study also served as a test-bed for the integration of the trustworthiness
checker and the framework.

An additional issue, mentioned in Table 3, concerns the use of MQTT as the communi-
cation protocol. The problem was not limited to delays but also included message
reordering, likely caused by the underlying broker configuration or network condi-
tions. This behavior posed challenges for the reliable exchange of trustworthiness-
related information. As a result, both the communication mechanism between the
framework and the Trustworthiness Checker service and the format of trustworthi-
ness messages were revised. These challenges significantly influenced the overall
design and development of the Trustworthiness Checker [BLPT257.

Table 3 summarizes the key challenges identified in applying the RAP architecture
to this case study, along with the corresponding features developed to address
them.

ID Description Related Features

C-TB-01 | Delay in logging function A-LT-3

C-TB-02 | Problem in reading some data from knowledge manager | A-KM-5, A-AM-3, A-AM-4

C-TB-03 | Delay in communication manager using MQTT A-CM-3, A-CM-4, A-AM-2

Table 3. Identified challenges in the Lidar occlusion case-study
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5.3 Ship motion prediction

Case Owner: NTNU Current Phase: Implementation

5.3.1 Description and status

In the maritime domain, accurate model prediction is fundamental. The NTNU case
study focuses on adapting ship motion prediction in real-time to account for distur-
bances and uncertainties, ensuring more precise model predictions. The primary
goal of this adaptation process is to adjust the prediction model in response to
anomalies, particularly environmental disturbances such as wind, waves and cur-
rents.

In our use case we present the predictions in a GUI for decision support, where we
use three models to make predictions: a kinematic model, a dynamic model, and a
data-driven model. The kinematic and dynamic models are mathematical models
that continuously provide predictions within the decision support tool. In contrast,
the data-driven Long Short-Term Memory (LSTM) model requires retraining when
encountering significant environmental anomalies. During this retraining phase, the
kinematic and dynamic models serve as a safe state to ensure that reliable predic-
tions are always available. Since retraining the LSTM model requires sufficient data
collection and takes time, these backup models play a crucial role in maintaining
operational reliability.

For this study, a high-fidelity bridge simulator, manufactured by Kongsberg, is used
as a testbed. This simulator, typically used for training nautical students and cap-
tains, offers a highly realistic environment where various conditions such as wind,
waves, currents, fog, and rain can be simulated.

Currently, we have implemented the MAPLE-K loop to adapt to environmental dis-
turbances and improve the accuracy of the LSTM-based model prediction. The
model predictions are displayed in a GUI, where the LSTM model is updated when
an anomaly is detected (such as high winds and waves). To ensure continuous pre-
diction availability and maintain safety, the kinematic and dynamic models provide
predictions while the LSTM model is being retrained.

The next phase involves implementing a trustworthiness checker, improving the
anomaly detection, and model adaptation process.

5.3.2 Conceptual architecture

Figure 8 shows how we have implemented the MAPLE-K framework in our use
case. The managed system consists of the K-Sim simulator and a framework that
communicates with the simulator via WebSockets. Within this managed system,
various models are used to generate predictions. Each component of the MAPLE-K
framework is implemented as follows:

* Monitor Receives the ship status data and the variance score of the model
prediction, and writes this Information in the knowledge. Then it calls the
“new-data” event.

» Analysis Reads the variance score from the knowledge and evaluates whether
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Figure 8: Sequence diagram of the NTNU use case on ship motion predictions.

it exceeds a predefined threshold for five consecutive time steps. If ananomaly
is detected, it writes the time index when the anomaly was detected in the
knowledge (this is crucial for the planning phase, as it determines when addi-
tional data needs to be collected for retraining the model).

Plan reads the anomaly index from the knowledge component and maneuver-
ing data for a certain period of time. After enough data is collected, the LSTM
model is retrained, and when it finishes retraining it calls the event “new-plan”
to legitimate the new model. Alternatively, instead of performing full retrain-
ing, AUTH is exploring the development of an anchor-based adaptation com-
ponent, in which a new model learns the residuals of the initial LSTM model to
refine its predictions, following the methodology presented in D2.2 [AT25].

Legitimate verifies the accuracy of the newly trained model by using it to
predict the vessel’s trajectory based on historical data. If the variance score of
this prediction exceeds the anomaly detection threshold, the model is deemed
invalid, and the “anomaly” event is called to initiate a new planning phase. If
the model is validated, the “IsLegit” event is called, confirming its legitimacy.

Execute replaces the previous prediction model with the newly trained model
by transferring it from a temporary storage location. This ensures that future
predictions are based on the updated, more accurate model.
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5.3.3 Identified challenges and lessons learned

The LSTM model used to make predictions needs to be available in the managed
system. However, since the retraining process occurs in the managing system,
the newly trained model needs to replace the original one during the execution
phase using the online learning approach. It was discussed if the models should
be stored in the knowledge component. For now, the models are kept in a shared
folder accessible to both the managed and managing systems, as our case does
not involve a distributed system. The execute component simply transfers models
from a temporary folder to the actual model folder when updating the prediction
model.

Another architectural challenge was managing the waiting time in the planning
component while collecting new data. This was addressed using flags stored in
the knowledge base to control the process.

An initial concern was whether storing historical vessel data would create perfor-
mance issues. However, the current data storage rate has proven manageable,
but if the system runs for extended periods and storage becomes a bottleneck, an
alternative storage approach may be necessary.

Table 4 outlines the main challenges encountered during the application of the RAP
architecture in this case study, along with the solutions implemented to overcome
them.

ID Description Related Features
C-NTNU-01 | Storage of the models in the knowledge A-KM-6
C-NTNU-02 | waiting for enough collected data A-KM-7
C-NTNU-03 | integration with framework of the managed system | A-CM-6

Table 4: Identified challenges by the ship motion prediction case-study

5.4 Active perception

Case Owner: AUTH Current Phase: Implementation

5.4.1 Description & status

This case study builds upon and refines the initial academic active perception case
study presented in [TGAT24]. It employs the TurtleBot 4 robotic platform and is
developed using the Webots Robot Simulator, enabling faster and more efficient
testing and validation. The TurtleBot 4 publishes data from its Lidar and cam-
era sensors, as well as information from a SLAM system, including the robot’s dis-
tance and relative angle to a predefined task objective. Leveraging this data, the
robot autonomously navigates to accomplish the task using a Deep Reinforcement
Learning (DRL) agent. The DRL agent processes the sensor inputs and issues the
appropriate navigation commands.
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The primary goal of the adaptation process in this case study is to handle anomalies
caused by obstructions in the camera lens, such as dust clusters, mud, or other
debris. This is achieved through an anomaly detection mechanism, implemented
as a neural network that classifies incoming images as either normal or occluded.
Upon detecting an anomaly, the robot halts and rotates to localize the obscured
region in the visual field. The simulation environment is then updated in the normal
cycle of the MAPLE-K to replicate the detected anomaly, and the DRL agent is
fine-tuned to adapt to the altered conditions. This results in a more robust DRL
agent capable of operating effectively under visual obstructions. The case study
is currently being implemented in simulation, while alternative active perception
strategies, alongside DRL, are also being explored.

5.4.2 Conceptual architecture

To use the RA architecture, as illustrated in Figure 9, we have designed the follow-
ing MAPLE-K loop:

* Monitor: The monitor component collects Lidar, RGB, and localization data,
writes this information to the knowledge base, and triggers the “new-data”
event.

* Analysis: The stored camera data is preprocessed and passed to the anomaly
detection network to determine whether an anomaly is present. If an anomaly
is detected, the affected (anomalous) region in the camera view is inferred.
The analysis component then publishes the “anomaly-area” data to the knowl-
edge base and triggers the “anomaly” event.

* Plan: Upon anomaly detection, the plan component is activated. It retrieves
the “anomaly-area” data from the knowledge base, simulates the anomaly in
the simulator, and fine-tunes the control agent until a predefined success met-
ric is achieved. It then triggers the “new-plan” event. If the plan meets valida-
tion criteria, it is published to the knowledge base and the “registered-plan”
event is triggered.

* Legitimate: This component evaluates the fine-tuned agent within a sim-
ulated environment containing randomized obstacles and navigation goals.
Once validated, the updated weights of the agent are transferred to the robot’s
control agent.

+ Execute: This component subscribes to the “agent-command” event. Upon
receiving the event, it sends the appropriate control commands to the robot
for execution.
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Figure 9: Sequence diagram of the Active Perception Case Study

5.5 Multi robot human detection

Case Owner: PAL Current Phase: Exploration

5.5.1 Description & status

In this use-case we are designing a self-adaptive, distributed robotic system using
PAL Robotics’ omni-directional robots. The system will operate under a distributed
architecture with a shared global knowledge base and multiple autonomous agents.

* Phase 1: TurtleBot4 scenario on omni-Based robot To validate our archi-
tecture, we will first replicate a TurtleBot4 use case on an omni-based robot.
This will help test the modular architecture, identify integration challenges,
and evaluate how the self-adaptive logic transfers to PAL’s omni-based plat-
form.
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Figure 10: Lidar occlusion example integration with Omni-based robot

* Phase 2: Warehouse use case with human detection and multi-robot coor-
dination The target use case is a warehouse scenario. The system will detect
human presence and motion, update robot behavior dynamically, and react
in real time to ensure coordinated, safe operation.

5.5.2 Conceptual architecture

As shown in Figure 11, the system follows a distributed MAPLE-K loop, with com-
ponents distributed across robots and a fleet manager.
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Figure 11: Sequence diagram of the human detection use-case

Monitor: Each robot collects its own sensor data (e.g., camera feeds).

Analyze: The fleet manager detects human position and velocity using the
shared knowledge base. Human detection is initially performed in camera
frames (2D space) using a lightweight variant of YOLOT11 (specifically YOLOT11s
or YOLOITIn). To ensure robust and accurate performance within the ware-
house use case, the detector has been fine-tuned on lower-body human im-
agery. More details are provided in Section 5.6 of D2.2.

Plan: The fleet manager generates and updates robot waypoints based on
human movement.

Legitimize: The fleet manager checks robot battery levels to ensure the plan
is executable.

Execute: Each robot carries out the new waypoints sent by the fleet manager.

Knowledge: A shared global state is maintained across all agents via a cen-
tralized or distributed server.

Figure 12 illustrates that this setup uses decentralized execution with centralized
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reasoning: each robot handles sensing and actuation locally, while the fleet man-
ager coordinates planning and decision-making.

<<device>> <<device>>
Laptop Turtlebot 4 robot
<<executionEnvironment>> <<device>>
RoboSAPIENS runtime RPI/Local PC
- ‘ <<executionEnvironment>>
Plan SSEEE Analysis |<---1Monitor (¢ RoboSAPIENS Client library
' y|  Effector
Knowledge U
! ! ) 'ROS2
Legitimatef - ------------------ »| Execute |
<<device>>
Microcontroller

Figure 12: Distributed architecture of the MAPLE-K loop in human detection use-
case

5.5.3 Challenges and focus areas

Distributed deployment means components run on different hardware and network
nodes, requiring robust communication. Coordination must be timely, especially in
dynamic human environments. A key challenge is keeping the shared knowledge
consistent across agents. The system also needs to scale efficiently as more robots
are added.

5.6 Robot arm screw assistant

Case Owner: DTI Current Phase. Exploration

5.6.1 Description & status

This case study focuses on assisting a robotic arm with screwing and unscrewing
tasks in refurbished laptops. The initial scenario under consideration involves the
robot failing to locate the exact position of a screw. In such cases, the self-adaptive
system will trigger a search behavior - such as spin or random search - to find the
screw’s location.

We are currently in close discussion with the use-case stakeholders to better un-
derstand and define the full range of challenges. Some of the emerging issues
include:

» Visual detection difficulties due to lighting changes or dust on the camera.
* Mechanical anomalies, such as unexpected load variations or motor aging.

» Potential faults that could affect precision, timing, or force application.
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These anomalies suggest that the use of a self-adaptive architecture, powered by
the MAPLE-K loop, could be extended to address a wider variety of operational
uncertainties.

5.6.2 Conceptual architecture

Although the MAPLE-K loop is not fully mapped in this case yet, it is likely to evolve
to include components for:

* Monitor camera input and robot joint states.
* Analysis: visual inconsistencies or deviations in robot performance.
* Plan: fallback behaviors (e.g., search strategies or retries).

* Legitimize: steps based on internal health indicators (e.g., load, temperature,
or historical failure rates).

+ Execute: adapted actions in real time.

* Knowledge: Storing data about failures and anomaly patterns to inform fu-
ture adaptation.

This case is expected to expand as further integration challenges and edge cases
are explored. It highlights how adaptive reasoning can enhance robustness in semi-
structured, uncertain environments.

5.7 Dynamic risk model

Case Owner: IFFF Current Phase: Exploration

5.7.1 Description & status

This case study focuses on a human approaching a Universal UR10 robotic arm. The
goal is to dynamically assess safety risk by using a self-adaptive system that up-
dates human body part volumes in real time. This allows the system to respond
more intelligently to proximity and motion, improving human-robot interaction
safety.

5.7.2 Conceptual architecture
The MAPLE-K loop is adapted to this safety-focused context as follows:
* Monitor: Capture live camera data to observe human presence.

* Analyze: Estimate keypoints of the human body using pose detection tech-
nigues.

* Plan: Calculate body part volumes dynamically based on pose and proximity.

* Legitimize: Compare current body part angles and distances to historical
data to assess risk or anomaly.

+ Execute: Send updated volume and risk information to the robot control ap-
plication for adaptive response.
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+ Knowledge: Store historical violation data, including timestamps and severity
levels, to improve risk modeling over time.

This use case emphasizes real-time risk evaluation by adapting safety thresholds
based on observed human posture and movement trends. It extends the self-
adaptive architecture into the domain of safety-aware robotic systems.
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B RPIO toolkit features

A-AM-1: Orchestrate adaptation

Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Adaptation Manager | Done - 0.3.0

Description:

Orchestrate adaptation process between components the adaptation process also
adds message headers to the messages that are being sent from different compo-
nents

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator , TurtleBot 4 Lidar occlusion

Linked requirements:

A-CM-1: Communication manager-local

Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Communication Manager | Done - 0.3.0

Description:

Linked challenges:
Validated by:

Linked requirements:

Communication between MAPLE-K components is facilitated through a modular
messaging infrastructure that supports both synchronous data exchange.

Generic

TurtleBot 4 simulator, TurtleBot 4 Lidar occlusion , Ship motion prediction

ID_RAP_08

T-D2R-1: Generate code skeleton

Level

Group DS5.1 status | D5.2 status RPIO version

Transformations

Done - 0.3.0

Design to Realization

Description:

Linked challenges:

The system provides functionality to automatically generate software component
code skeletons from AADL specifications. This process translates architectural el-
ements such as threads, data ports, and connections into structured source code
templates. These skeletons serve as a foundation for implementation, ensuring
alignment with the system architecture while accelerating development and re-
ducing the risk of structural inconsistencies.

Generic

Validated by:

TurtleBot 4 simulator

Linked requirements:

ID_RAP_T

T-D2R-2 : Generate custom messages
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Level

Group D5.1 status | D5.2 status RPIO version

Transformations

Design to Realization | Done - 0.3.0

Description:

The system supports the automatic generation of custom messages from AADL
specifications. This feature extracts interface definitions and data structures from
the AADL model and translates them into standardized message formats used by
the runtime system. It ensures consistency between architectural design and im-
plementation, reduces manual coding effort, and facilitates seamless integration
across components.

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator

Linked requirements: | ID RAP 11
A-KM-1: local
Level Group D5.1 status | D5.2 status RPIO version
Architecture Knowledge Manager | Done - 0.3.0

Description:

The system employs a local knowledge base as a shared knowledge layer accessi-
ble by multiple components. This local store enables fast, consistent data sharing
without relying on external communication.

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator, TurtleBot 4 Lidar occlusion, Ship motion prediction

Linked requirements:

A-LT-1: Logger-filesystem

Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Logging And Trancking | Done - 0.3.0

Description:

The system incorporates a file-system-based logger to record the status of compo-
nents. This logger writes status updates to structured log files, enabling persistent,
local tracking of component behavior over time.

Linked challenges:

Generic

Validated by:

TurtleBot 4 Lidar occlusion, TurtleBot 4 simulator, Ship motion prediction

Linked requirements:

ID_RAP_09

A-AM-2 : orchestrate events and messages
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Level

Group

DS5.1 status

D5.2 status

RPIO version

Architecture

Adaptation Manager

Todo

Done

0.4.0

Description:

The Communication Manager has been refactored to separate inter-component
and intra-component communication into distinct modules. The intra-component
communication manager handles low-latency messaging within individual system
components, often using in-memory channels. In contrast, the inter-component
communication manager manages message exchanges between distributed com-
ponents.

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator

Linked requirements:

ID_RAP_08

A-AM-3 : Add timestamp

Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Todo Done 0.4.0

Adaptation Manager

Description:

Messages handled by both the Communication Manager and the Knowledge Man-
ager are now timestamped at the point of creation or transmission. This times-
tamping enables accurate temporal tracking of events and data exchanges across
the system. It supports time-based analysis, synchronization, and auditing, enhanc-
ing the system s ability to reason about the sequence and timing of operations in
distributed environments.

Linked challenges:

C-TB-02

Validated by:

TurtleBot 4 simulator

Linked requirements:

A-AM-4 : Add unigque-id

Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Description:

Adaptation Manager | Todo Done 0.4.0

Each event message in the system is now appended with a random unique iden-
tifier. This unique ID ensures traceability and distinction between messages, even
when they carry identical content or occur in rapid succession. It enhances debug-
ging, auditing, and correlation of events across distributed components, supporting
more reliable and transparent system behavior analysis.

Linked challenges:

C-TB-02

Validated by:

TurtleBot 4 simulator

Linked requirements:

A-CM-2 : protocol-mqgtt
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Level

Group

DS5.1 status

D5.2 status

RPIO version

Architecture

Communication Manager

Todo

Done

0.3.3

Description:

Support MQTT, S lightweight publish/subscribe protocol optimized for low-
bandwidth and high-latency networks, ideal for |0T devices and constrained en-

vironments.

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator , TurtleBot 4 Lidar occlusion, Ship motion prediction

Linked requirements:

ID_RAP_08

A-CM-3 : protocol-redis

Level

Group

D5.1 status

D5.2 status

RPIO version

Architecture

Communication Manager

Todo

Done

0.4.0

Description: Support Redis Pub/Sub an in-memory data store s publish/subscribe feature, pro-
viding ultra-low-latency messaging for rapid event distribution and transient noti-
fications.

Linked challenges: C-TB-03

Validated by:

TurtleBot 4 simulator

Linked requirements:

ID_RAP_08

A-CM-4 : protocol-rabbitMQ

Level

Group

D5.1 status

D5.2 status

RPIO version

Architecture

Communication Manager

Todo

Done

0.4.0

Description:

Support RabbitMQ (AMQP)a robust message broker implementing the Advanced
Message Queuing Protocol, offering reliable message delivery, flexible routing, and
complex queuing patterns.

Linked challenges:

C-TB-03

Validated by:

TurtleBot 4 simulator

Linked requirements:

ID_RAP_08

A-CM-5: protocol-WebSocket

Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Communication Manager | Todo Done 0.4.0

Description:

Support WebSocket a full-duplex communication channel over a single TCP con-
nection, enabling real-time, bidirectional data exchange between clients (e.g,
browsers) and servers.

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator

Linked requirements:

ID_RAP_08

A-CM-6 : protocol-TCP/IP
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Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Todo Done 0.4.0

Communication Manager

Description:

TCP/IP: The foundational protocol suite for reliable, ordered, and error-checked
byte-stream communication between networked hosts, serving as the basis for
many higher-level protocols.

Linked challenges:

C-Ship motion prediction-02

Validated by:

Not validated

Linked requirements:

ID_RAP_08

A-CM-7 : protocol-ROS2

Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Todo Todo Later

Communication Manager

Description:

Support ROS 2 a robotics middleware built on DDS that provides decentralized,
peer-to-peer publish/subscribe, services, and actions with configurable QoS set-
tings and enabling real-time, reliable communication tailored for distributed robotic
systems.

Linked challenges:

Generic

Validated by:

Not validated

Linked requirements:

ID_RAP_08

T-C2D-1: roboChart to AADL

Level

Group D5.1 status D5.2 status RPIO version

Transformations

Concept to Design | Todo Done 0.3.3

Description:

The system enables automatic generation of an AADL logical architecture from
RoboChart models. This process extracts structural and behavioral information
defined in RoboChart and maps it into AADL components, connections, and data
flows. By translating high-level robotic specifications into a formal architectural
model, this feature ensures alignment between design and system architecture,
supporting early validation, analysis, and streamlined code generation.

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator

Linked requirements:

ID_RAP_10

T-C2D-2 : roboChart to messages
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Level

Group D5.1 status D5.2 status RPIO version

Transformations

Concept to Design | Todo Done 0.3.3

Description:

The system supports the automatic generation of standard AADL messages from
RoboChart models. This feature translates formal behavioral specifications into
message definitions that are compatible with AADL-based architectures. It ensures
consistency between high-level robotic behavior modeling and the underlying sys-
tem communication framework, facilitating seamless integration and reducing the
risk of interface mismatches during implementation.

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator

Linked requirements:

ID_RAP_10

T-D2R-3: AADL to launch file

Level

Group D5.1 status | D5.2 status RPIO version

Transformations

Design to Realization | Todo Done 0.3.3

Description:

The system can automatically generate software component launch files from an
AADL (Architecture Analysis and Design Language) specification. This capability
ensures that each component is initialized with the correct parameters, execution
context, and communication bindings as defined in the architectural model. By au-
tomating the generation of launch files, the process reduces manual configuration,
aligns implementation with design, and accelerates deployment in distributed en-
vironments.

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator

Linked requirements:

ID_RAP_T

T-D2R-4 : AADL to main file

Level

Group D5.1 status | D5.2 status RPIO version

Transformations

Design to Realization | Todo Done 0.3.3

Description:

Linked challenges:
Validated by:

Linked requirements:

The system includes functionality to automatically generate the MAPLE-K main file
from an AADL (Architecture Analysis and Design Language) specification. This au-
tomation bridges model-based design with system implementation, ensuring that
the generated main file reflects the defined architecture, component interactions,
and data flows. It streamlines the deployment process, reduces manual errors, and
promotes consistency between the architectural model and runtime behavior.

Generic

TurtleBot 4 simulator

ID_RAP_T

T-D2R-5: AADL to docker
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Level

Group

DS5.1 status

D5.2 status

RPIO version

Transformations

Todo

Done

0.3.3

Design to Realization

Description:

The system supports generating a distributed deployment package using Docker.
This packaging approach encapsulates each component in a container, ensuring
consistent environments across different machines. It enables seamless deploy-
ment, scaling, and orchestration of services in distributed setups, while simplifying
dependency management and improving portability across development, testing,
and production environments.

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator

Linked requirements:

ID_RAP_T

T-D2R-6 : RPio package using CLI

Level

Group D5.1 status | D5.2 status RPIO version

Transformations

Design to Realization | Todo Done 0.3.3

Description:

The system provides a command line interface for creating RPio packages. This
interface allows developers to generate and configure RPio package structures
efficiently, specifying required components, dependencies, and metadata directly
from the terminal. It streamlines the setup process, supports automation in de-
velopment pipelines, and ensures consistency across different RPio-based deploy-
ments.

Linked challenges:

Generic

Validated by: TurtleBot 4 simulator
Linked requirements: | ID_RAP_11
A-KM-2 : protocol-redis
Level Group D5.1 status | D5.2 status RPIO version
Architecture Knowledge Manager | Todo Done 0.3.3

Description:

The knowledge manager utilizes a shared, distributed knowledge base imple-
mented with Redis. Redis is an open-source, in-memory data store that supports
a variety of data structures, including strings, hashes, lists, and sets. It offers
microsecond-level latency, rich data type support, built-in persistence, and pub-
lish/subscribe capabilities, making it highly suitable for real-time knowledge shar-
ing across distributed components.

Linked challenges:

Generic

Validated by:

TurtleBot 4 Lidar occlusion, Ship motion prediction, TurtleBot 4 simulator

Linked requirements:

ID_RAP_08

A-KM-3 : protocol-memcached
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Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Knowledge Manager | Todo Done 0.4.0

Description:

Support for Memcached. Memcached is a simple, high-performance, in-memory
key-value cache that offers basic operations such as get, set, and delete. Its ad-
vantages include ultra-lightweight operation, minimal overhead, and exceptional
performance for caching and high-throughput workloads.

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator

Linked requirements:

ID_RAP_08

A-KM-4 : protocol-kafka

Level

Group DS5.1 status | D5.2 status RPIO version

Architecture

Knowledge Manager | Todo Done 0.4.0

Description:

Support for Apache Kafka is included as part of the communication infrastruc-
ture. Kafka is a distributed commit-log streaming platform that treats messages as
durable, replayable writes. Its key advantages include massive throughput, long-
term message retention, and support for decoupled, replayable consumers, making
it well-suited for high-volume, event-driven architectures.

Linked challenges:

Generic

Validated by:

Not validated

Linked requirements:

ID_RAP_08

A-KM-5 : read/write using standard messages

Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Todo Done 0.4.0

Knowledge Manager

Description:

The system supports reading and writing knowledge using standardized message
formats. This approach ensures consistency and interoperability across compo-
nents, enabling reliable exchange and synchronization of information within the
distributed architecture.

Linked challenges:

Generic

Validated by:

Not validated

Linked requirements:

ID_RAP_08

A-KM-6 : r/w knowledgebase-LSTM model
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Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Knowledge Manager | Todo Todo Later

Description:

The system supports saving LSTM (Long Short-Term Memory) models directly into
the knowledge base. This enables persistent storage of trained models within the
distributed system, allowing components to retrieve and reuse learned behaviors
or patterns as part of decision-making and adaptive control processes.

Linked challenges:

C-Ship motion prediction-01

Validated by:

Not validated

Linked requirements:

ID_RAP_0O2

A-KM-7 : r/w historical data

Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Knowledge Manager | Todo Todo Later

Description:

The system enables reading and writing of historical data within the knowledge
base. This capability allows components to access past system states or events,
supporting tasks such as trend analysis, anomaly detection, and retrospective
decision-making.

Linked challenges:

C-Ship motion prediction-02

Validated by: Not validated
Linked requirements: | ID RAP 08
A-LT-2: Dashboard
Level Group D5.1 status | D5.2 status RPIO version
Architecture Logging And Tracking | Todo Done 0.3.0

Description:

A visualized dashboard is integrated into the system to display the activation status
of various components. This dashboard provides real-time insights into system
behavior, highlighting which modules are active, idle, or experiencing issues. It
enhances observability and aids in monitoring, debugging, and system validation
during runtime.

Linked challenges:

Generic

Validated by:

TurtleBot 4 Lidar occlusion, TurtleBot 4 simulator

Linked requirements:

ID_RAP_09

A-LT-3: Logging-redis
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Level

Group

DS5.1 status

D5.2 status

RPIO version

Architecture

Logging And Tracking

Todo

Done

0.4.0

Description:

The logging and tracking subsystem, implemented with Redis, supports a faster
logging protocol to improve performance. This enhancement ensures low-latency,
high-throughput capture of runtime events, enabling efficient traceability and real-
time system introspection without introducing significant overhead.

Linked challenges:

TB-01

Validated by:

TurtleBot 4 simulator

Linked requirements:

ID_RAP_09

A-LT-4 : Add dashboard to logging

Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Logging And Trancking | Todo Todo Later

Description:

Linked challenges:
Validated by:

Linked requirements:

The Logging and Tracking component incorporates a visualized dashboard to
present real-time status and activity of system components. This integration en-
ables users to monitor component activation states, track events, and analyze run-
time behavior through an intuitive graphical interface. By combining fast logging
protocols with visual feedback, the system enhances observability, simplifies de-
bugging, and supports effective validation during operation.

Generic

Not validated

ID_RAP_09

A-TC-1: TC component-mqgtt

Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Description:

Trustworthiness Checker | Todo Done 0.4.0

The first version of the trustworthiness checker has been integrated with support
for MQTT-based communication. This integration allows the checker to receive
and evaluate runtime data published over MQTT, enabling real-time assessment
of system integrity and behavior. By leveraging MQTT’s lightweight and asyn-
chronous messaging model, the trustworthiness checker can efficiently interact
with distributed components across varying network conditions.

Linked challenges:

Generic

Validated by:

TurtleBot 4 Lidar occlusion, TurtleBot 4 simulator

Linked requirements:

503

A-TC-2: TC component-redis
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Level

Group D5.1 status | D5.2 status RPIO version

Architecture

Trustworthiness Checker | Todo Done 0.4.0

Description:

To enhance performance, the trustworthiness checker now supports faster com-
munication using Redis. This optimization leverages Redis s low-latency, in-
memory data exchange to enable rapid delivery and processing of runtime data.
As a result, the checker can perform real-time trust assessments with minimal de-
lay, improving system responsiveness and reliability.

Linked challenges:

Generic

Validated by:

TurtleBot 4 simulator

Linked requirements:

503

M-D-1: Logical architecture

Level Group DS5.1status | D5.2 status RPIO version
Modeling Design | Todo Done 0.3.3
Description: Enables robotics engineers to explicitly model the logical architecture of the self-

adaptive system, by means of the MAPLE-K components and their inter- and intra-
component communication

Linked challenges:

Generic

Validated by:

TurtleBot 4 Lidar occlusion

Linked requirements:

ID_RAP_0O4

M-D-2 : Physical architecture

Level Group D5.1status | D5.2 status RPIO version
Modeling Design | Todo Done 0.3.3
Description: Enables robotics engineers to explicitly model the physical architecture of the self-

adaptive system, by means of the interconnected compute devices, executing
(parts of) the MAPLE-K

Linked challenges:

Generic

Validated by:

TurtleBot 4 Lidar occlusion

Linked requirements:

ID_RAP_O5

M-D-3 : Mapping architecture

Level Group DS5.1status | D5.2 status RPIO version
Modeling Design | Todo Done 0.3.3
Description: Enables robotics engineers to explicitly model the mapping of the logical architec-

ture on the physical architecture, enabling deployment reasoning and deployment-
specific configuration

Linked challenges:

Generic

Validated by:

TurtleBot 4 Lidar occlusion

Linked requirements:

ID_RAP_06
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C RAP and RPIO requirements

the European Union

ID_RAP_O1 | Supported The RAP shall support both resource- | -
computing constraint platforms and high perfor-
platforms mance computing platforms, both local

(edge node) and remote (cloud).

ID_RAP_02 | Onlineupdating | The RAP shall support online updating of | -
and evolution | software components at runtime. This in-
of MAPL-K | cludes the ability to incrementally adapt or
components replace components, such as theDT model

or other runtime modules, based on newly
available data, user feedback, or evolv-
ing system needs. This capability enables
the continuous evolution and long-term
adaptability of the system without requir-
ing downtime or manual redeployment.

ID_RAP_03 | Flexible data | The RAP shall support flexible updating of | -
and  software | configuration data and software packages.
update

ID_RAP_04 | Logical ar- | A unified way to describe adaptive sys- | ID500
chitecture tems shall be provided, which enables to
description describe the logical architecture, the adap-

tive software system structure.

ID_RAP_O5 | Physical ar- | A unified way to describe adaptive sys- | ID500
chitecture tems shall be provided, which enables
description to describe the physical architecture, the

compute unit structure.

ID_RAP_06 | Allocation and | A unified way to describe adaptive sys- | ID500;ID501
deployment tems shall be provided, which enables to
description describe the deployment and allocation

of the logical architecture components on
one or more compute units.

ID_RAP_O7 | Device inter- | A unified way to describe adaptive sys- | ID500
face  descrip- | tems shall be provided, which enables to
tion describe the inter- and intra-device inter-

faces of the entire system

ID_RAP_08 | Communication | The RAP shall support multiple stan- | -
protocol sup- | dardized commu- nication protocols for
port (bi-directional) inter- and/or intra-device

communication with different network
topologies.
Table 5: High-level requirements
Funded by
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ID_RAP_O9

Transparency

The RAP shall provide diagnostics means
during run-time, providing explainability
on the robots data, actions and decisions
in a transparent way

ID_RAP_10

Concept-to-
design

The RPIO toolkit shall provide a mecha-
nism to transform the RoboWorld-specific
models, used in conceptual phase, into
AADL models, used in design phase.

ID500

ID_RAP_T

design-to-
realization

The RPIO toolkit shall provide a mecha-
nism to transform the AADL models, de-
scribing the self-adaptive system and it's
deployment, to deployment-specific code,
ready to deploy on one or more compute
units.

ID5071,1D503

Table 6: High-level requirements(continued)
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D Trustworthiness definition

RoboSAPIENS trustworthiness definition

Trustworthiness in the context of RoOboSAPIENS refers to the degree to which robots featur-
ing the MAPLE-K architecture are perceived as robust, safe, and capable of performing tasks
as expected during runtime. This includes their compliance to ethical or legal boundaries and
their inability to cause harm to humans, living creatures, or the environment. The concept
entails the following aspects that will be integrated into the RoboSAPIENS MAPLE-K loop
as internalized norms that are tightly linked to the ethics guidelines for trustworthy Al of the
European Union [aiR]:

Technical robustness and safety: The robot is resilient and thus able to consistently perform
its designated tasks accurately and effectively over time. Additionally, a trustworthy
robot can reliably adapt the execution of its designated task and operation in volatile and
uncertain environments, changes in conditions, or recover from failures or errors. The robot’s
behavior prevents accidents, injuries to humans and living creatures, damage to itself and its
environment.

Transparency: A robot’s data, actions and decisions are made transparent in a way that
humans understand. Traceability mechanisms help to achieve this. Additionally, decisions, a
robot’'s capabilities and limitation will be explained in a manner adapted to the robot users
concerned.

Diversity, non-discrimination and fairness: The robot avoids unfair bias and any form of
discrimination. Its actions and decisions will uphold diversity to make it accessible to all
humans, regardless of any disability, and will involve relevant stakeholders.

Privacy and Data Governance: The data collected, processed and stored by the robot are
securely managed while privacy is maintained. Adequate data governance mechanisms
ensure the quality and integrity of the data, and ensuring legitimized access to data.

The following aspects are equally relevant, but not particularly considered in RoboSAPIENS:

Accountability: Mechanisms should be put in place to ensure responsibility and account-
ability for the robot and its actions.

User experience and social well-being: The robot is easy to use and responsive to user
inputs. It is beneficial for all users and is environmental friendly. The social and societal
impact is carefully considered.

Human agency and oversight: The robot should empower human beings, allowing them to
make informed decisions and fostering their fundamental rights. At the same time, proper
oversight mechanisms need to be ensured, which are achieved through human-in-the-loop,
human-on-the-loop, and human-in-command approaches

Building trustworthiness involves multiple robot dimensions such as its physical design, in-
terfaces etc. The aspects listed above can also be applied to these dimensions. They are,
however, not considered in RoboSAPIENS and thus not for the trustworthiness checkers of
the MAPLE-K loop.

RECE Funded by
L the European Union
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